Instruction on connecting to VPN for Linux. VPN Helper UG

Installing root certificates using a script

To install root certificates using a script, follow these steps:

1. Download the script from the link.
2. In the terminal, navigate to the directory where the script was downloaded. Run the following command:

sudo sh ./ca-certs.sh

Installing root certificates in manual mode

To access the Internet in FireFox, navigate to Settings — General — Network Settings — Connection Settings and select Auto-detect proxy settings for
this network:

Connection Settings X

Configure Proxy Access to the Internet
No proxy

@ Auto-detect proxy settings for this network
Use system proxy settings

Manual proxy configuration

To install root certificates, follow these steps:

1. Download the archive with the certificates:

wget https://vpnhel p. kasper sky. conf Applications/certificates.zip

2. Unzip the archive and copy the contents to the destination folder:

unzip certificates.zip -d certificates

3. Navigate to the folder with the certificates:

cd certificates

4. Change the certificate format to a compatible one:

for f in *.cer; do mv "$f" "${f%cer}.crt"; done

5. Copy the resulting files to the system folder, set access rights to them and start the process of updating system certificates:

sudo cp * /usr/local/share/ca-certificates/
sudo chnmod 664 /usr/local /share/ca-certificates/*.*

sudo update-ca-certificates

Installing and configuring tokens using a script

To install and set up eToken/ruToken using a script, follow these steps:

1. Depending on the OS version and token type, download the required version of the script:
® SafeNet for eToken Ubuntu 20.04
® SafeNet for eToken Ubuntu 22.04


https://kas.pr/i8i9
https://kas.pr/gqf7
https://kas.pr/t1ts

® Minidriver for ruToken (Any OS version)

Insert the hardware token into the device.

Unzip the downloaded archive.

In the terminal, navigate to the unzipped directory.

Depending on which version of the script was downloaded, run one of the following commands:
® For SafeNet for eToken Ubuntu 20.04:

ar N

sudo sh ./ Saf eNet _20. 04. sh
® For SafeNet for eToken Ubuntu 22.04:

sudo sh ./ SafeNet_22.04_2. sh

® For Minidriver for ruToken:

sudo sh ./ruToken. sh

Installing and configuring tokens in manual mode
To enable tokens of any type to work in the system, run the following command:

sudo apt install gnutls-bin |ibengine-pkcsll-openssl opensc

Installing and configuring eToken

1. Depending on Ubuntu version, download the driver for the eToken:
® eToken driver for Ubuntu 20.04
® eToken driver for Ubuntu 22.04

2. Unzip the downloaded archive.

3. Depending on Ubuntu version, run one of the following commands:
® For Ubuntu 20.04:

sudo dpkg —i saf enetauthenticationclient_10.8.28 and64. deb
® For Ubuntu 22.04:

sudo dpkg —i safenetauthenticationclient_10.8.1050_and64. deb

4. Run the following commands:

sudo nkdir -p /etc/pkcsll/ nodul es/

echo 'nodul e: /usr/lib/libeTPkcsll.so' | sudo tee -a /etc/pkcsll/ nodul es/ eToken. nodul e

5. To allow the p11tool utility to access the token module, specify the path to the token module:

echo 'l oad=/usr/lib/libeTPkcsll.so' | sudo tee -a /etc/gnutls/pkcsll. conf

6. If the gnutls folder and the pkes11.conf file have not been created, create them manually:

sudo nkdir -p /etc/gnutls/

sudo touch /etc/gnutls/pkcsll. conf

Installing and configuring ruToken

1. Download the latest version of the driver for ruToken from the link.
2. In the terminal, navigate to the folder with the driver and run the following command:

sudo dpkg -i librtpkcsllecp_{{ version }}_and64. deb

3. Run the following commands:

sudo nkdir -p /etc/pkcsll/ nodul es/
echo 'nodul e: /usr/lib/librtpkcsllecp.so' | sudo tee -a /etc/pkcsll/ nodul es/ruToken. nodul e

4. To allow the p11tool utility to access the token module, specify the path to the token module by running the following command:


https://kas.pr/njh3
https://kas.pr/ygm6
https://kas.pr/fv65
https://www.rutoken.ru/support/download/get/rtPKCS11-deb-x64.html

echo 'load=/usr/lib/librtpkcsllecp.so' | sudo tee -a /etc/gnutls/pkcsll. conf

Configuring a VPN connection using a script

To configure a VPN connection using a script, follow these steps:

1. Download the VPN connection setup script from the link.
2. Insert the hardware token into the device.
3. In the terminal, navigate to the directory where the script was downloaded. Run the following command:

sudo sh ./KLG scoVPN. sh

Configuring a VPN connection in manual mode

To configure a VPN connection, follow these steps:

1. Set up the OpenConnect client:

sudo apt install network-nmanager-openconnect - gnone

2. Get your real UUID:

awk '/MUUID {print $1;}' /etc/fstab | awk '{print substr( $0,6 )}' | sed '2d

3. Geta URL for a user certificate and a key:

plitool --list-tokens | grep "pkcs1ll" | grep -v "MiltiToken" | grep -v "pll-kit" | grep -v "“/usr/lib" |
sed "s|.*: ||g"

Or

pllitool --list-token-urls

Copy the string that contains the last and first name.

@ Example

pkcs1l: nodel =eToken; manuf act ur er =Saf eNet 9%2c%20I nc. ; seri al =11111111; t oken=t oken=<Enpl oyee nane>%
20<Enpl oyee Sur nane>'

4. Get a user certificate:

plitool --login --list-all <Result of the previous command fromstep 3> | grep "pkcsll" | grep
"type=cert" | sed "s|.*: ||g" | grep -v "MiltiToken"| sed "s|.*: ||g"

Or

plitool --login --list-all <Result of the previous command fromstep 3>

@ Example

plitool --login --list-all 'pkcsll: nodel =eToken; manuf act ur er =Saf eNet %2c%20I nc. ; seri al =11111111;
t oken=t oken=<Enpl oyee nanme>%20<Enpl oyee Sur nane>'

5. Get the Private Key of the token:

plitool --login --list-privkeys <Result of the previous command fromstep 3> | grep "pkcsll" | grep
"type=private" | sed "s|.*: ||g" | grep -v "MiltiToken"| sed "s|.*: ||g"


https://kas.pr/ej2b

Or

plitool --login --list-privkeys <Result of the previous command fromstep 3>

(D Example

plitool --login --list-privkeys 'pkcsll: nodel =eToken; manuf act ur er =Saf eNet ¥2c%20I nc. ; seri al =11111111;
t oken=t oken=<Enpl oyee nanme>%20<Enpl oyee Sur nane>'

6. Create the KLCVPN.nmconnection file and place it in / et ¢/ Net wor kManager / syst em connecti ons/ :

sudo nano /et c/ Net wor kManager/ syst em connecti ons/ KLCVPN. nntonnecti on

7. Instead of the specified variables, specify your data in this file:
a. UID - result of the command from step 2
b. KLRCA_PATH - path to Kaspersky Root CA G3.crt (default path when installing using the current instructions: / usr/ | ocal / shar e/ ca-
certificates/Kaspersky_Root_CA G3.crt)
c. TOKEN_USR_CERT - result of the command from step 4
d. TOKEN_PRIV_KEY - result of the command from step 5

[ connecti on]
i d=KLCVPN
uui d=<Ul D>
type=vpn

perm ssi ons=

[vpn]

aut ht ype=cert

aut oconnect - f | ags=0
cacert =<KLRCA_PATH>
certsigs-flags=0

cooki e-fl ags=2

enabl e_csd_t roj an=no

gat eway=cvpn. kasper sky. com
gat eway- f | ags=2
gwcert-flags=2

| ast host - f1 ags=0

pem passphrase_f si d=no
user cert =<TOKEN_USR_CERT>
user key=<TOKEN_PRI V_KEY>
xm confi g-fl ags=0

servi ce-type=org. freedeskt op. Net wor kManager . openconnect

[ vpn-secret s]

| ast host =cvpn. kasper sky. com



xm confi g=PDI4bWwgdnVyc2l| vbj 0i M54wi i Bl bri\vZQ uZz0i VWRGLTgi Pz4NC xBbnl Db25uZWNOUHIvZm sZSB4bWkucz0i a
HROcDovL 3N aGvt YXMueGlsc29hcC5ventvZWsj b2Rpbntvl i BAbWkuczp4c2k9l mhOdHA6LY93d3cudzMub3Jnlz| wiWDEVWELM
U2NoZWLhLW uc3RnbmNl | i B4c2k6c2NoZWLhT®0j YXRpb2491 mh0dHA6LY9zY2hl bWFzLnht bHNv YXAub3JnL2VuY29kaWsnLyB
Bbnl Db25uZWNOUHIvZm sZS54c2Q PgOKCTxDbd | bnRIbm 0OaWFsaXphd@ vbj 4NCgkJPFVzZVNOYXJ0QmVimh3Jl T&nb24gVX
N ckNvbnRyb2xs YW sZT0i ZnfFsc2Ui PnizhbHNI PCOVe2VTdGFRydEJl ZnPy ZUxvZ29uPgOKCQk8QXV0b21hdd j @VydFN bGVj d
d vbi BVc2VWy Q@9udHIvbGxhYnmkl PSJ0cnVI | j 50cnVI PCIBdXRvbWF0aWNDZXJ 0U2Vs ZWNOaWDuPgOKCQk8U2hvd 1By ZUNv bnbl
Y3RNZXNz YWdI PmizhbHNI PC9Ta@3UHII Q29ubmVj dE1l ¢3NnZ2U+DQoJ CTxDZXJ0aWZpY2F0ZVNOb3JIl Pl VzZXI 8LON cnRpZm
j YXRI U3RvcmH+DQoJ CTxDZXJ0aWzZpY2F0ZVNOb3JI TWFj PkxvZ2l uPCI9DZXJ0aWzZpY2F0ZVNOb3Jl TWF PgOKCk8QRVydd maw
NhdGVTd®@y ZUxpbnV4PkFsbDw Q@Vydd naWNhdGVTd @y ZUxpbnVAPgOKCQk8QRVydd maWAhdGVTd @y ZU92ZXJyaWR Pnzhb
HNI PC9DZXJ0aWZpY2F0ZVNOb3J1 T3Zl cnJpZGH+DQoJCTxQnb4eVN dHRpbndzPk5hdd 2ZTww UHIveH TZXR0aWsncz4NCgkJ
PEFsb@3T@j YWkQcmB4eUNvbnbl Y3Rpb25z PnRydWJBLOFSbhGI3T@Ij YWk QcnB4eUNvbnbl Y3Rpb25z PgOKCQk8QXV0aGvudd
j YXRpb25UaW| b3VOPj Ey PCOBdXRoZWs0aVWhd@ vbl RpbVWA dXQ+DQoJ CTx BdXRv Q@9ubmvj dEQuU3RhcnQg VXN ckNvbnRyb2
xsYWIsZTOi dHJ1ZS| +ZnFsc2UBLOF1d@Db25uZWNOT25TdGFy dD4NCgkJ PE1pbni t aXpl T25Db25uZWNOI FVzZXJDb250cnBsb
GFi bGUWII nRydWJi PnRydWUBLO1pbm t aXpl T25D025uZWNOPgOKCQk8TRj YWk MYWsBY2NI c3Mg VXN ckNvbnRyb2xs YW sZTOi
dHI1ZSI +dHI1ZTw TG&9j YWk MYWEBY2NI ¢3M+-DQoJ CTx EaXNhYnx| Q2Fwd@ 2ZVBvcnRhbERI dGVj d@ vbi BVe2Vy Q@9udHIvbGx
hYnmx| PSJ0cnVI | j 5SmyWzZTwRG z YW s ZUNhc HRpdmiVQb3J 0 YWKEZXRI Y3Rpb24+DQoJCTxDbGvhel Nt YXJ0Y2Fy ZFBpbi BVc2
Vy @9udHIvbGxhYmxl PSImYWkzZS| +dHI1ZTw Qx| YXI TbWFy d Ghhc nRQaW+DQoJ CTxJ UFBy b3Rv Y29s U3Vwe BBy d D5J UHYOP
C9JUFByb3RvY29sU3Vwc My dD4NCgk J PEF1d@SZWAv bnbl Y3QVXNI ckNvbnRyb2xs YW sZT0i dHI1ZSI +dH)1ZQOKCQkJ PEF1
d@SZWNvbnbl Y3RCZVWhhdni vei BVe2Vy @9udHIvbGxhYnx| PSImYWkzZS| +UmVj b25uZWNOQWZ0ZXJ SZXNLbWUBLOF1d 3 SZWN
vbnbl Y3RCZWhhdm vej 4NCgkJPCIBdXRvUmVj b25uZ\WNOPgOKCQk8U3Vz c GVUZE9uQ@9ubnVj dGVkU3RhbRi e TS mYWkz ZTww U3
VzcGVUZE9u@9ubmyvj dGVkU3RhbnRi e TANCgkJPEF1d@Ve GRhdGUgVXNI ckNvbnRyb2xs YWIsZTO0i ZnfFsc2Ui PnRydWJBLOF1d
(Ve GRhdGUH+DQoJ CTx SUOFTZWN1ckl ESWB0ZWly YXRpbh24gVXNI ckNvbnRyb2xs YW sZTOi ZnFsc2Ui PkF1dGt YXRpYzw Ul NB
U2Vj dXJJREl udGvncnF0aVWWuPgOKCk8V2l uZ&3c0xvZ29uRWsnb3Jj ZWLI bnQ+U21 uZ2x| T&j YWkMo2dvbj wV2] uZ&3c0x
vZ29uRWEnb3Jj ZWLI bnQ+DQoJCTxMaWb1eExvZ29uRWenb3Jj ZWLI bnQ+U2l uZ2x| T&j YWkMb2dvbj w TG udXhMb2dvbkVuzZm
9y Y2Vt ZW50PgOKCQk8V2| uZ@3c1ZQTkVzdGFi bA zaGll bnQ+QM%sb3dSZWLvdGWWe2Vyczw V2] uZz&3c1ZQrkVzdGFi bd za
Gll bnQ+DQJICTxMaWb1eFZQTkVzdGFi bd zaGll bnQ+rQWsb3dSZWLvdGWWe2Vyczw TA udXhWUESFc3RhYmkpc2ht ZWh0PgOK
CQk8QXV0b21hdd j VI BOURsaWN5PnizhbHNI PCIBdXRvbWF0aWNWIES Qb 2x p Y3k +DQoJ CTx QUFBFe GNs dXNpb24g VXN ckNvbnR
yb2xsYWIsZTOi ZnFsc2Ui PkF1dGt YXRp YWOKCQkJPFBQUEVAY2x1c2l vbl Nl cnZl ckl Q FVzZXJDb250cn®sbGFi bGU9I nzhbH
N |j 48L1BQUEVAY2x1c2l vbl NI cnZl ckl QPgOKCQk8L1BQUEVAY2x1c2l vbj 4NCgkJPEVUYW sZVN cm wdd uZyBVe2VyQ@9ud
HIVbGxhYmx| PSInYWkzZSI +ZnFsc2USLOVuYWIsZVN cm wdd uZz4NCgkJPEN cnRpZm j YXRI Ud ubm uZz50cnVI DQoJCk8
Q@VWydd maVWhd GvQaWb MaXNOPgOKCQkJ CTxQaWkgU3Vi anVj dDOi QQ49S2FzcGvyc2t 51 FNl cnzl ci BBdXRozZWs0aWAhdd vbi B
DQSBHMWy x PPUt hc 3Bl cniNr e SxDPVIVI i BIc3N1ZXI 91 kNOPUt he 3Bl cnNr eSBSb2901 ENBI EczLE89S2FzcGvyc2t 5LEMBUI Ui Pk
UBRTU40UYXNOQ4Mz Q6N g1Qz A4NDI 1MDRDMTg5Rk Yx RTgz McJ FNUNGRTI 3QTYONz Uy OTc 0ODcWRUI 10DAZ Nz QL Qk | 3MDE4OTBEQ
j MKNz QQRKE2N] ANz Qy Qzkz MEY1QOUy Qz AORj hBNThDNz Q4 Mk | zNz k4Dl 3VEI X Qk ZGNK Mk PC9Qa Wi +DQoJ CQk8LONI cnRpZnd j
YXR UG uTA zdD4NCgkJPCIDZXJI0aWzpY2F0ZVBphnbpbnt +DQoJ CTxDZXJ0aWZpY2F0ZU1hd GNoPgOKCQkJPELhdGNoT25seUN
| cnRz V2| 0aEVLVT50cnVI PCONYXR] aEQubH DZXJ0c1dpdGhFS1U+DQoJ CQk8 TWFOY2hPbmx5Q2 Vy dHNXaXRoS1U+Znfsc2USLO
1hdGNoT25seUN cnRz V2| 0aEt VPgOKCQk J PEVAdGVUZGvk S2V5VXNhZ2 U+DQoJ CQk JPEVAd GVUZGVK TWFOY2hLZXk +@x pZWs0Q
XV0aDw RXh0ZWbk ZWRNYXRj aEt | e TANCgkJCQk8BVzd@t RXh0ZWek ZWRNYXRj aEt | eT4xLj MUNi 4xLj QuMs4zMITEUM AuM 4y
PCODdXNOb21FeHRI bRl ZE1hdGNoS2V5Pg0KCQkJIPCIFeHRI bnRI ZEt | eVVz YWl PgOKCQkJ PERpc 3Rpbmd1aXNoZWROYWLI Pg0o
KCQkJCTxEaXNoawbndW zaGvk TRt ZUR Zml uaXRpb24gT3Bl cnF0b31 91 kVxdWFs | i BXaWkk Y2FyZDOi RwbhYnx| ZCl gTWFOY2
hDYXN PSJFbnfi bGVkI j 4NCgkJ CQkJ PEShbWUHSVNTVUVSLUNOPCOOYWLI PgOKCQk J CQk8UGFOdGVy bj 5LYXNwWZXJza3k8L1Bhd
HRI ¢ md+DQoJ CQkJ PCIEaXNOaVWbndW zaGvk TnFt ZUR Zm uaXRpb24+DQoJ CQkJ PERpc 3Rpbnd1aXNoZWROYWLI RGVmaWspdd v
bi BPcGvy YXRvcj 0i TMDORXF1YWhi | FdpbGRj YXJkPSJIFbnFi bGVkl i BNYXRj aENhc2U91 kVuYW sZWQ PgOKCQkJ CQk 8Tt ZT5
JULNVRVI t Q048L05hbWHDQoJ CQkJ CTx QYXR0ZXJ uPkNBI EVDQz w UGFOdGVy bj 4NCgkJCQk8LORpc3Rpbnd1aXNoZWROYWLI RG
VmaWbpdd vbj 4NCgkJCQk8RA zdd uZ3Vpc2hl ZEShbWEZWZpbm 0aWbul E9wZXJIhd®@yPSJh3RFc XVhbCl gV2l sZG\hc Pl
kVuYW sZWQ | ELhdGNoQRFzZT0i RWshYnx! ZCl +DQoJ CQkJCTxOYWLI Pkl TULVFUI 1DTj w Tnt ZT4NCgk J CQkJPFBhdHR cni+
RXh0ZXJuYWhwgU2Vydni j ZXMBL1BhdHRI cn¥+DQoJ CCQkJPCI9EaXNOawbndW zaGvk TnFt ZUR Znl uaXRpb24+DQoJCQk8LORpc3R
pbrmd1aXNoZWROYWL| PgOKCQk8LON cnRpZm j YXR TWFOY2g+DQoJCTx FbnFi bGVBdXRvbWFOaWNTZXJI2ZXITZWk| Y3Rpb24gVX
N ckNvbnRyb2xs YW sZT0i dHI1ZS| +dHI1ZQOKCQkJPEF1d@TZXJ2ZXITZWI Y3Rpb25JbXByb3ZI bVWud D4y MDw QXVOb1N ¢
nZl cl Nl bGVj dd vbkl t cHIvdnvt ZWb0PgOKCQkJPEF1d@TZXI2ZXITZWkI Y3Rpb25TdXNWZWek VA t ZT40PCIBdXRv U2Vy dmvy
U2Vs ZWNOaVuU3Vz c GVuZFRpbWHDQoJ CTw RWBh Yk QXV0b21hdd j U2Vydny U2Vs ZVWN0aV@uPgOKCQk 8UnVOYW uVnBuT25
Mb2dvZmyY+Znfs c 2UNCgk J PCISZXRhnaWb W G5 Pbkx v Z29nZj 4NCgk JPENhc HRpdmVQb3J0YWkSZWLI Zd hdd vbkJyb3dz ZXJGYW
1 sb3Zl cj 5mYWkzZTw QR Fwdd 2ZVBvcnRhbFJI bWkaWF0aVWuJvd3N ckZhaWkvdnmvy PgOKCQk8 QM sb3dNYWs1 YWk b3NOS
WBwd XQ+ZnFsc2UBLOFsb@3TWFudWFs Sz dEl uc HVOPgOKCTwW QRx pZWs0SWEpdA hb@ 6YXRpb24+DQoJPFNI cnZl ckxpc3Q+
DQoJCTx| b3NORWS0cnk +DQoJ CQk 8 Sz d EShbWHQVBBQz W SG9z dEShbWUHDQoJ CQk8S@z dEFKZHI | ¢3M+Y3Zwbi 5hc GFj Lt
hc3Bl cnNr eS5j b208L0hvc3RBZGRy ZXNz PgOKCQkJPEJhY2t 1cFN cnZl ckxpc3Q+DQoJ CQkJPEhvc3RBZGRy ZXNz PmiN2c GAu'Y2
5i ai 5r YXNwZXJza3kuY29t PC9I h3NOQWRkcmvz cz4NCgk J CTw QFj a3VwU2Vy dmvy TA zdDANCgkJ PC91 b3NORWS0cnk+DQoJ C
Tx! b3NORWS0cnk+DQoJ CQk8S@z dEShbWHQO5CSj w Sz dEShbWI+DQ0J CCk8S@zdEFKZHI| ¢3M+Y3Zwhi 5j bmlqLnt hc3BI
cnNr eS5j b208L0hvc3RBZGRy ZXNz PgOKCQkJPEJhY2t 1cFN cnZl ckxpc3Q+DQoJCQkJPEhv c3RBZGRy ZXNz PmN2c GAuYXBhYy 5
r YXNwZXJza3kuY29t PCII b3NOQWRkcmvz cz4NCgkJ CTw QrFj a3VwU2Vydmvy TA zdDANCgk JPC91 b3NORWE0cnk+DQoJCTxI b3
NORWS0cnk +DQoJ CGk8S@EIz dEShbWUH+RVUSLOhv e 3ROYWLI PgOKCQk JPEhv c 3RBZGRy ZXNz PmiN2c GAuZXUua2FzcGVyc2t 5Lm\vb
Tw SGzdEFKkZHI| ¢3M+-DQoJ CQk8QnTj a3VwU2Vydnmvy TA zdD4ANCgkJ CQk8S@IzdEFKZHII c3M+Y3Zwbi 52ZGWua2FzcGVyc2t 5
Lmi\vbTw S@zdEFkZHJ| ¢3M+DQoJ CQkJPEhv ¢ 3RBZGRy ZXNz PniN2c GAub2Rj Lnt he 3Bl cnNr eS5j b208L0hv e 3RBZGRy ZXNz Pg0
KCQkJICTxI bANOQARkcmVzcz5) dnBuLmxk Yy 5r YXNwWZXJza3kuY29t PCII b3ANOQARk cmVz cz4NCgk J CTw QnFj a3Vw2Vy dmviy TG
| ZdD4NCgk JPCI1 b3NORWS0cnk+DQoJ CTx | b3NORW0c nk +DQoJ CQk8SGEIz d EShbWUH+SFEL TDvw Sz dE5hbWUHDQoJ CQk8S®@9z d
EFkZHJIl ¢c3M+Y3Zwbhi 5sZGVua2FzcGVyc2t 5Lnmi\vbTw S@zdEFkZHII ¢ 3M+DQoJ CQk8OnFj a3Vvw2Vydny TA zd D4NCgk J CCk 8
S@zdEFkZHII c3M+Y3Zwbi 5vZGWua2FzcGVyc2t 5Lm\vbTw Sz dEFkZHI| ¢ 3M+DQoJ CQkJ PEhv c3RBZGRy ZXNz PmN2c Auc 2R



j Lmt hc3BI cnNr eS5j b208L0hvc3RBZGRy ZXNz PgOKCQk JPCOCYWAr dXBTZXJ 2ZXI MaXNOPgOKCQk 8LOhvc3RFbnRyeT4NCgk J PE
hvc3RFbnRyeT4NCgkJCTxI b3NOTnFt ZT51 US1PPCOI b3NO Tt ZTANCgkJCTx| b3NOQWRkcmVzcz5j dnBuLnmBkYy5r YXNwWZXJza
3kuY29t PCII b3NOQWRkcnVz cz4NCgk J CTx CYWAr dXBTZXJ 2ZXJ MaXNOPgOKCQKJCTx I b3NOQWRkcmVzcz5) dnBuLmxk Yy 5r YXNw
ZXJza3kuY29t PCIl b3NOQWRkcmVz cz4NCgk JCQk8S@zdEFkZHII ¢3M+Y3Zwbi 5z2ZGVua2FzcGvyc2t 5Ln\NvbTw S@zdEFkZH]
| c3MrDQ0JICk8LOJhY2t 1cFN cnZl ckxpc3Q+DQoJ CTw SGIzdEVudHI5Pg0KCk8S®z dEVUdHI5PgOKCQk JPEhV c3ROYWLI Pk
hRLVMBLOhvc3ROYWLI PgOKCQkJ PEhvc3RBZGRy ZXNz PniN2c GAuc2Rj Lnt hc3Bl cnNr eS5j b208L0hvc3RBZCGRy ZXNz PgOKCQkJP
EJhY2t 1cFN cnZl ckxpc3Q+DQoJ CQkJPEhvc3RBZGRy ZXNz PnN2c GAubGRj Lnt hc 3Bl cnNr eS5) b208L0hvc3RBZGRy ZXNz PgOK
CKJICTxI b3ANOQNRKcmVzcz5j dnBuLmBk Yy 5r YXNwWZXJza3kuY29t PCII b3NOQARK cmvVz cz4NCgk J CTw QnFj a3VvM2Vydmvy TA

zdD4ANCgkJPCII b3NORW,0cnk+DQoJ CTx | b3NORWS0c nk +DQoJ CQk 8 SGIz dEShbWUHVVMBLOhv c3ROYWLI PgOKCQk JPEhVC3RBZG
Ry ZXNz PmiN2c GAudXMua2Fzc Gvyc2t 5LmiNvbTw SGIzdEFkZHI| ¢3M+DQoJ CQk8QnTj a3Vw2Vydnvy TG zdD4NCgkJ CQk8S®zd
EFKZHJ1 c3M+Y3Zwbi 51 dS5r YXNwZXJza3kuY29t PCII b3NOQARkcnmvz cz4NCgkJ CTw QrFj a3VwU2Vydnmivy TA zd DANCgk JPCII

b3NORW50cnk +DQoJ PCITZXJ2ZXI MaXNOPgOKPCIBbnl Db25uZWNOUHIvZm sZT4NCg==

[ipv4]
dns- search=

nmet hod=aut o

[ipve]

addr - gen- node=st abl e- pri vacy
dns-search=

i p6-privacy=0

nmet hod=aut o

[ proxy]
8. Set 600 permissions on the / et ¢/ Net wor kManager / syst em connect i ons/ KLCVPN. nntonnect i on file:

sudo chnod 0600 /etc/ Net wor kManager/ syst em connecti ons/ KLCVPN. nntonnecti on

9. Upload the file to Network Manager:

sudo nntli connection | oad /etc/ NetworkManager/syst em connecti ons/ KLCVPN. nnrconnect i on

sudo nntli connection rel oad /etc/ Networ kManager/ syst em connecti ons/ KLCVPN. nntonnecti on

10. Restart Network Manger:

sudo systenctl restart Networ kManager



11. Establish the connection:

¥ €O i 100%

do_not_enter
VPN Off
Connect
VPN Settings
Bluetooth On
Fully Charged

Performance

Settings
Lock
Power Off / Log Out

12. In the window that opens, click Connect.
13. When connecting, enter the password for the token and select the Save Passwords checkbox.

@ Note

For the first connection, the selection of VPN node will not be available, on subsequent connections you will be able to select the desired node
yourself.

[OPTIONAL] To disable the sudo password request when connecting to the VPN from other accounts, follow these steps:

1. Use the policykit integrated tools:

echo """



[Let all users nodify system settings for network]

I denti ty=uni x-user:*

Act i on=or g. f reedeskt op. Net wor kManager . setti ngs. nodi fy. system
Resul t Any=no

Resul t | nacti ve=no

Resul t Acti ve=yes

""" | sudo tee /etc/polkit-1/Iocal authority/50-1ocal.d/10-network-nmanager. pkl a

2. Restart Network Manger:

sudo systenttl restart NetworkManager
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