Instruction on connecting to CiscoVPN for Windows. VPN
Helper UG

How to connect to the Corporate VPN

@ Note

To install Cisco AnyConnect, you need local administrator rights. If you do not have the administrator's rights, then contact IT Service Desk
(+1500) and ask to install the AnyConnect client.

Install Cisco AnyConnect from a corporate network (fat client)

Automatic installation

@ Note

Follow the steps in this instruction only if your device is connected to the corporate network and to an 802.1x outlet at the time of installation.
These steps are sufficient, as a result the client will be installed and network access will be available.

Normally, being connected to an Ethernet outlet in the office should suffice, unless you've requested to disable 802.1x previously, which could
cause problems with AnyConnect.
To install the Cisco VPN client on a computer with MS Windows OS, follow these steps:

1. Make sure that SafeNet Minidriver 10.1, SafeNet Authentication Client 10.4 (or later) or RuToken 4.17.0.1 (or later) is installed.

@ Note

® RuToken is for users in Russia, SafeNet is for foreign users.
® You can request the latest version of SafeNet drivers by sending an email to vpndrivers@kaspersky.com.
® RuToken and SafeNet Authentication Client can only be obtained from inside the corporate network:

© \\avp. ru\ gl obal \ Di stri buti ves\ Saf eNet

© \\avp. ru\gl obal \ Di stributives\RuToken()

2. Open any site in Google Chrome. You will be redirected to the page with installation files.


mailto:servicedesk@kaspersky.com
mailto:vpndrivers@kaspersky.com

3. Click This is my first time here.
BU DETOTE YOU CTAIT COTMTETT 10 1T TTETWUTK.

Unable to detect AnyConnect Posture Agent

- + This is my first time here

1. You must install AnyConnect to check your device before
accessing the network. Click here to download and install
AnyConnect

2. After installation, AnyConnect will automatically scan your
device before allowing you access to the network.

3. You have 30 minutes to install and for the system scan to
complete.

Tip: Leave AnyConnect running so it will automatically scan
your device and connect you faster next time you access this
network.

- You have 30 minutes to install and for the compliance
%,+ check to complete

+ Remind me what to do next

4. Click Click here to download and install AnyConnect.
. Follow the instructions of the installation wizard.
6. After the installation is complete, restart your computer.

o You must restart the system for the configuration changes to

(4]

take effect for:
AnyConnect Network Access Manager 4.5.03040

Do you want to restart your computer now?

Yes No

After rebooting and connecting to the network, check that the connection to the VPN is set up without errors.
Manual installation

@ Note

These instructions do not require a connection to the corporate network. However, you will need to copy the distribution from the following folder
to your machine:

\\avp.ru\d obal \ Di stributives\Cisco\C sco AnyConnect\ W N 4. 10. 06079 STABLE
To send it to the target computer, use the https://box.kaspersky.com/ service or contact Service Desk/your colleague.

1. Itis recommended to use the latest stable version of the client. To install the distributive, go to \ \ avp.
ru\ gl obal \ Di stributives\Ci sco\C sco AnyConnect \WMN < the |ast stable version >. Click on Setup.exe.


https://box.kaspersky.com/

2. In the installer, select all modules that you need. It is recommended to install all modules. Click Install Selected.

M Cisco AnyConnect Secure Mobility Client Install Selector - m] ®
Select the AnyConnect 4.10.00093 modules you wish to
install:

Core & VPN

Network Access Manager

ISE Posture

Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

3. Follow the instructions of the installation wizard.
4. Restart your computer.

L%
5. After restarting the computer and connecting to the network, click -—> Connect to connect to the corporate VPN. To disconnect from it,
right-click the AnyConnect icon in the system tray and then click Disconnect .



Open AnyConnect
+~  Show Connection Motices
VPN

Dizsconnect

Network
Metwork Repair
Disable Wireless
Extended Logging

About

15:20

@ 247 Sunny ~ ENG Ay =

Install Cisco AnyConnect from external network (thin client)

(I} Attention!

Thin client will be installed and you will not be able to use corporate network. This build is only suitable for VPN users (who don't use the
network in the HQ office) and all foreign users.

1. Make sure that SafeNet Minidriver 10.1, SafeNet Authentication Client 10.4 (or later) or RuToken 4.17.0.1 (or later) is installed.

@ Note

® RuToken is for users in Russia, SafeNet is for foreign users.
® You can request the latest version of SafeNet drivers by sending an email to vpndrivers@kaspersky.com .
® RuToken and SafeNet Authentication Client can only be obtained from inside the corporate network:
© \\avp.ru\gl obal\Di stributives\ Saf eNet
© \\avp.ru\ gl obal \ Di stributives\RuToken()
To send it to the target computer, use the https://box.kaspersky.com/ service or an email.

2. Download VPNHelper.exe from https://vpnhelp.kaspersky.ru/. Double click on it.
3. Follow the instructions of the installation wizard.
4. When the installation is complete, go to https://cvpn.kaspersky.com.


https://vpnhelp.kaspersky.ru/
https://cvpn.kaspersky.com/
mailto:vpndrivers@kaspersky.com
https://box.kaspersky.com/

5. Authenticate with your token and click OK.

—

‘= Token Logon

@afeNet. SafeNet Authentication Client cH36

Enter the Token Passwaord.

Token Name:

Token Password: sssssunsnnene

Cument Language: EN
This is an unlicensed copy for evaluation use only.

l Ok I l Cancel

6. Click Download for Windows.

Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

@ [Instructions

7. Run the downloaded .exe distributive as administrator.
8. Follow the instructions of the installation wizard.
9. Restart your computer.

=N
%
10. After restarting the computer and connecting to the network, click -—> Connect to connect to the corporate VPN.

@ Note

When downloading the installation package manually, the profile is not loaded. Specify the cvpn.kaspersky.com address manually.


http://cvpn.kaspersky.com/

To disconnect from it, right-click the AnyConnect icon in the system tray and then click Disconnect.

Open AnyConnect

+  Show Connection Motices

VPN

Disconnect

MNetwork
Metwork Repair
Disable Wireless
Extended Logging

About
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How to set up VPN connection

To set up a VPN connection on a computer with MS Windows OS, follow these steps:

1. Click the Cisco Any Connect icon in the system tray.
h 8 & @
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Customize...

EM E |iJ=:_ |'.:|} |l'-




2. In the Cisco AnyConnect Secure Mobility Client window, click the Connect button.

@ Cisco AnyConnect Secure Mobility Client EI =] @

VPN:
Ready to connect.

Automatic Selection| Connect

Network:
Connected (10.16.5.11)

KL_Wired

System Scan:
Compliant.
Network access allowed.

@ Note

By default, you cannot choose a VPN server manually. To enable this feature, follow the instructions from section How to disable
automatic server selection on a computer with MS Windows OS.

In case the drop-down-list is empty (this might happen during the first connection), type cvpn.kaspersky.com and click Connect.
3. In the window that appears, enter your token PIN and click OK.


http://cvpn.kaspersky.com
https://myit.kaspersky.com/ux/rest/share/OJSXG33VOJRWKSLEHVFUER2BIFCUQWCFIVNFSNCBKJAUWQKRGRIVUTCBLBFEUMCXKYTHEZLTN52XEY3FKR4XAZJ5KJFU2JTUMVXGC3TUJFSD2MBQGAYDAMBQGAYDAMBQGAYDCJTQOJXXM2LEMVZFG33VOJRWKTTBNVST24TLNU======
https://myit.kaspersky.com/ux/rest/share/OJSXG33VOJRWKSLEHVFUER2BIFCUQWCFIVNFSNCBKJAUWQKRGRIVUTCBLBFEUMCXKYTHEZLTN52XEY3FKR4XAZJ5KJFU2JTUMVXGC3TUJFSD2MBQGAYDAMBQGAYDAMBQGAYDCJTQOJXXM2LEMVZFG33VOJRWKTTBNVST24TLNU======

';.5;' Token Logeon @

@afeNet. SafeNet Authentication Client

Enter the Token Password.

Token MName:

Token Password: sessssenunsn

Cument Language: EN
This i= an unlicensed copy for evaluation use only.

[ oK ] [ Cancel

As a result, you will be connected to the corporate VPN. To disconnect from it, click the AnyConnect icon in the system tray and then click Disconn
ect.

Open AnyConnect

~  Show Connection Motices

VPN

Disconnect

Metwork
Metwork Repair
Disable Wireless
Extended Logging

About
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